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What is claimed is: 




identifier code 
associated with 



1 . A wireless commui rications system comprising: 

a transmitter circuit fyr transmitting information and generating a random 

having randomness that is derived from tolerances 
components included in the transmitter circuit, 
wherein the random identifier code is included in the transmitted 
information. 



2. The system of claim 1 wherein the transmitter circuit includes a 
microcontroller unit having a first! I/O port, wherein in response to a code generating 
event being detected at the first I/O port, a process running in the microcontroller unit 
generates the random identifier codq 



1 3. The system of claim 12 wherein the microcontroller unit includes a ROM 

2 for storing a set of instructions for capping out the process. 

1 4. The system of claim 1 wherein the microcontroller unit includes a RAM 

2 for storing the random identifier code generated by the process. 

1 5. The system of claim 2 Wherein the microcontroller unit includes an N-bit 

2 timer having an output value that is rq^d in response to the code generating event being 

3 detected at the first I/O port. 

1 6. The system of claim 5 v^erein the output value of the N-bit timer is the 

2 random identifier code. 



1 7. The system of claim 5 \dherein the output value of the N-bit timer is 

2 applied to a random code generator algorithm stored in a ROM of the microcontroller 

3 unit, the random code generator algorithm \or generating the random identifier code. 

1 8. The system of claim 1 whetein the transmitter circuit further includes a 

2 storage area for storing the random identifier\code. 
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1 9. The system of claim 1 wl 

2 a wireless mouse, a wireless keyboard, 

3 video camera and a receiver unit for 
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rece iving 



10. A wireless communications 

a transceiver circuit for 
generating a random 
from tolerances associated 
transceiver circuit, \\ 
the transmitted inforriation 



system comprising: 

transmitting and receiving information, and for 
identifier code having randomness that is derived 
with components included in the 
lerein the random identifier code is included in 



11. The system of claim 
microcontroller unit having a first I/O 
event being detected at the first I/O p$rt 
generates the random identifier code. 



1 12. The system of claim 1 1 

2 for storing a set of instructions for carrying 



1 13. The system of claim 11 

2 for storing the random identifier code generated 



1 14. The system of claim 11 

2 timer having an output value that is 

3 detected at the first I/O port. 



read 



brein the transmitter circuit is included in one of 
wireless joystick, a wireless trackball, a wireless 
communications of a wireless device. 



0 wherein the transceiver circuit includes a 
port, wherein in response to a code generating 
, a process running in the microcontroller unit 



wherein the microcontroller unit includes a ROM 
out the process. 



wherein the microcontroller unit includes a RAM 
by the process. 



^herein the microcontroller unit includes an N-bit 
in response to the code generating event being 



1 15. The system of claim 14 ^herein the output value of the N-bit timer is the 

2 random identifier code. 

1 16. The system of claim 14 Wherein the output value of the N-bit timer is 

2 applied to a random code generator algorithm stored in a ROM of the microcontroller 

3 unit, the random code generator algorithm\for generating the random identifier code. 
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17. The system of claiin 10 wherein the transceiver circuit further includes a 
storage area for storing the random identifier code. 



18. The system of clai 
of a wireless mouse, a wireless 



jm 



10 wherein the transceiver circuit is included in one 



keyboard, a wireless joystick, a wireless trackball, a 
wireless video camera and a receiver unit for receiving communications of a wireless 
device. 

19. A method for dist nguishing transmissions of a wireless transmitter, the 
method comprising: 

generating a random 

tolerances associated 
transmitter; and 

embedding the rando n identifier code in the transmissions of the wireless 
transmitter. 

20. The method of clai m 19 further comprising: 
storing the random identifier code in a storage area in the wireless transmitter. 



identifier code having randomness that is derived from 
with components included in the wireless 



21. The method of c 
microcontroller unit having an I/< 
generating event being detected at 



aim 19 wherein the wireless transmitter includes a 
port, and the generating step is responsive to a code 
the I/O port. 



22. The method of claipi 
for storing a set of instructions, 
instructions. 



21 wherein the microcontroller unit includes a ROM 
ind the generating step is carried out pursuant to the 



23. The method of claim 19 wherein the wireless transmitter is included in one 
of a wireless mouse, a wireless keyboard, a wireless joystick, a wireless trackball, a 
wireless video camera and a receij/er unit for receiving communications of a wireless 
device. 
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24. A method for distinguishing transmissions of a transceiver included in a 
wireless communications system, the rriethod comprising: 

generating a random identifier code having randomness that is derived from 
tolerances associatec with components included in the transceiver; and 

embedding the random identifier code in the transmissions of the transceiver. 



25 . The method of claim 24 
storing the random identifier 



26. 



The method of claim 



generating event being detected at the 



further comprising: 

code in a storage area in the wireless transmitter. 



24 wherein the wireless transmitter includes a 



microcontroller unit having an I/O pert, and the generating step is responsive to a code 



VO port. 



27. The method of claim 2 6 
for storing a set of instructions, and 
instructions. 



28. The method of claim 
wireless mouse, a wireless keyboard 
video camera and a receiver unit for 



communications s) 
that is derived fro: 



wherein the microcontroller unit includes a ROM 
the generating step is carried out pursuant to the 



24 wherein the transceiver is included in one of a 
a wireless joystick, a wireless trackball, a wireless 
receiving communications of a wireless device. 



29. A computer-readable [medium having instructions stored thereon which, 
when executed by a processor incluc ed in a wireless communications system, cause the 
processor to perform the steps of: 

responsive to a code generating event, receiving data produced by the wireless 

stem, wherein the received data has randomness 
tolerances associated with components included in 
the wireless communications system; 

generating a random identifier code based on the received data; and 

storing the random identifier code in a storage area included in the wireless 
communications system. 
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e medium of claim 29, wherein the steps performed 



30. The computer-readabli 
by the processor further comprise: 

embedding the random! identifier code in transmissions of the wireless 
communications j ystem. 

31. The computer-readable medium of claim 29 wherein the wireless 
communications system includes a Aiicrocontroller unit having an I/O port, and the code 
generating event is detected at the I/O port. 



unt 



32. A method for 
device, wherein the wireless 
I/O port coupled to an RC circuit 
I/O port, the method comprising: 

responsive to a 

microcontroller 
thereby discharging 

resetting and starting m 
timer having an 

commanding the I/O 
state thereby 

monitoring the output vo 

responsive to the output 
reading the output 

generating from the reac 
and 

embedding the random 
communications 



distinguishing transmissions of a wireless communications 
communications device has a microcontroller unit having an 
having an output voltage that can be monitored by the 

triggering event, commanding the I/O port of the 
it from a high impedance state to a low voltage state 
the RC circuit; 

N-bit timer of the microcontroller unit, the N-bit 
obtput; 



pott 



chargi 



33 . A wireless communications 

a transmitter circuit for 
identifier code 



from the low voltage state to the high impedance 
;ing the RC circuit; 

tage of the RC circuit at the I/O port; 

voltage at the I/O port reaching a threshold voltage, 
of the N-bit timer; 

output of the N-bit timer a random identifier code; 
identifier code in transmissions of the wireless 



device. 



system comprising: 

transmitting information and generating a random 
hhving randomness that is derived from tolerances 
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associated with components included in the transmitter circuit, 
wherein the random identifier code is included in the transmitted 
information; and 

a receiver circuit for, responsive to received information having the random 
identifier code, reporting that received information to a receiver host. 

34. An electronic communication system for generating a random identifier 
code, the system comprising: 

a first circuit for commu licating information and generating a random 
identifier code haviig randomness that is derived from tolerances 
associated with components included in the first circuit; and 

tively coupled to the first circuit, the second 
the information communicated by first circuit, 



a second circuit communicat 
circuit for receiving 



wherein the information includes the random identifier code. 



1 35. The system of claim 34 

2 each have a storage area for storing random 



36. 



wherein the first circuit and the second circuit 
identifier code. 



A method for associating a transmitter with a receiver, wherein the 
transmitter and the receiver are part of a wireless communications system, the method 
comprising: 

generating a random identifier code having randomness that is derived from 
tolerances associated with components included in the wireless 
communications syster i; and 

assigning the random identifier code to the transmitter and the receiver 
thereby creating a transmitter-receiver pair. 

37. The method of claim 36 fur her comprising: 

storing the random identifier co le in a storage area in the transmitter; and 
storing the random identifier code in a storage area in the receiver. 



38. A wireless communications transmitter system comprising: 
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a transmitter circuit means for transmitting information and generating a 
random identifier cc/de having randomness that is derived from 
tolerances associated) with components included in the transmitter 
circuit means, wherep the random identifier code is included in the 
transmitted information. 

39. A wireless communications system comprising: 

a transceiver circuit means for transmitting and receiving information, and for 
generating a random identifier code having randomness that is derived 
from tolerances Associated with components included in the 



transceiver circuit 



means, wherein the random identifier code is 



included in the transmitted information. 

40. A method for distinguishing transmissions of a wireless transmitter means, 
the method comprising: 

generating a random identifier 
tolerances associated 
transmitter means , 

embedding the random 
transmitter means 



code having randomness that is derived from 
with components included in the wireless 



and 



dentifier code in the transmissions of the wireless 



41 . A method for distingi ishing transmissions of a transceiver means included 
in a wireless communications systen , the method comprising: 

generating a random idei tifier code having randomness that is derived from 
tolerances associated with components included in the transceiver 
means; and 

embedding the random identifier code in the transmissions of the transceiver 
means. 
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